Network Security — Harming Another Network

Name: Date:

Why would it be wrong to take data off of a computer network without permission?

What techniques can professionals use to promote ethical behavior for programmers and
networking technicians?

Computer data theft or digital trespassing is a in most regions of the United States.

Learning to write a virus or a script that manipulates the computer is acceptable among computer
professionals but this knowledge is among the general population of those who use our
networks.

Individuals who break into a computer system for personal reasons and do not steal data and sell it
for money typically receive sentences when found guilty in court.

Individuals who break into a computer system so they can sell the data for money typically receive
when found guilty in court.

Some countries the information and software access on the Internet so that users do
not have advanced capabilities or have knowledge that is unacceptable to their government.

The debate in the technology community divides many into two camps. Those who respect the
owners of intellectual property against those who believe that all knowledge was derived from the
whole and should be made public for the benefit of all mankind and not just a few who exploit it.
The first group is more
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Copyrights are a way to protect intellectual property. A copyrighted work is good for years
after the author’s death.

We want to know what are the rules to use an open source software package, so we read the
to obtain this knowledge.

We use a segment of a movie or a book in our report. We can legally use this work and show the
reference to it because of laws.

Section 512 of the Digital Millennium Copyright Act (DMCA) protects from
prosecution when a person illegally downloads stolen property or posts unlawfully obtained

material on a website.

In 2007, Apple Inc settled the trademark lawsuit with Apple Corps. From that point, Apple Inc would
own the Apple trademark. What unique Internet identifier can be considered to be trademarks?

A computer company such as Dell or IBM can create a motherboard using 128 bit components. They
want to protect their design. What would they apply for to protect their work?

Warren is working on a computer and finds that there is 500,000 credit card files on the C: drive
with many names. What should Warren do?

When is it okay to place a person’s picture on a website?



