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Opening the DNS Properties Window

To open the DNS

Properties window,
to access and make
changes to our DNS
server, we right click

on the DNS Server
name and select

Properties from the

popup menu.
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The Interface Tab

The first inspect the Interface tab where
we will see the IP addresses of the
internal and external network interface
cards. The default is to listen to all IP
addresses for DNS queries. However, we
could decide to limit the listening and
choose the second radial button option
and select the IP addresses which we
want to hear.

Next, we will visit the Forwarders tab.
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Select the IP addresses that will serve DMNS requests. The server can
isken For DMS queties on all IP addresses defined faor this computer, ar
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The Forwarders Tab

7
The Forwarders tab shows the server that i x|
Debug Logging | Event Logging I Manitoring
resolve DNS request not answered by our et aca e e BT

DNS Server. For home networks that do Forwarders are servers that can resolve DRS queries not answered by
nOt have StatiC IP addresses and dO nOt this server, Forward queries For names in the Following DMS domains.,

have primary and secondary IP addresses DS domain:

assigned by the ISP, we are using two DNS
servers provided by Google.com for public
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The Advanced Tab

The Advanced tab will allow us to view the

server options. We will not change any
settings at this time.
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The Root Hints Tab

Root Hints are IP addresses that are linked 2]

.r . Debug Logging I Event Logging I Manitoring |
to Full Qualified Domain Names (FQDN). rtorfores | Foerders | Advanced  RoctHints
We can copy a list from another server by
selecting the Copy from Server button. We

Fook hints are used ko find ather DMS servers on the netwark,

Mame servers:
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H a.root-servers, net, [198.41.0.4]

SEIeCtlng the Add bUtton' b.root-servers.net. Inknown
C.rook-servers. net, [192.33.4.12]
d.root-servers,net, [128.5.10.90]
e root-servers, net. [192.203.230.10]
f.root-servers.net, [192.5.5.241]
q.rook-servers. net, [192.112.36.4]
h.root-servers,net, [128.63.2.53]
i.rook-servers.net, [192.36.148.17]
j.root-servers . net, [192.58.1258.30]
k.root-servers.net, Inknown
|.root-servers,net, Unknown b
| | »]

add. .. | Edit. .. Remove Copy From Server |
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Adding a New Resource Record

After selecting the Add button, the New
Resource Record window appears. We
type a real URL such as www.yahoo.com
into the textbox and press the Resolve
button. A list of IP addresses appears that
is associated with the Yahoo domain. Press
the OK button and at the Root Hints tab
press the Apply button to make the
changes.

Mew Resource Record

Mame Server (N3 |

Enketr a setver name and ane or more IP addresses, Both are required ko
idenkify the name server,

Server Fully qualified domain name (FQOM):

I v, yahioo, com wl
IP address:
I ] . : Add |
76.13.113.141 Remotye |
69,147.125.65
76.13.1135.140 L |
Do |

I I Cancel
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http://www.yahoo.com/

The Monitoring Tab

The Monitoring Tab will tell us if our DNS 2|
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server is resolving requests. b o | B Moritoring

To verify the configuration of the server, wou can perform manual or
aukomatic testing.

We check the simple query against the

Select a test bype:

DNS server and a recursive query to other W & Siiple auiery againat this DHS Server
DNS servers checkboxes. We then press V' Aregursive query to other DS severs
the -I—est NOW button a nd both testS To perform the test immediately, click Test Mo,
ShOUId pass We can Set the interval for Iw Perform autamatic testing at the Following interwal:
Test interyval: I 10 Iminutes j

the test to whatever seconds, minutes or
hours we wish.

Test resulks;

Date | Tirne: | Simple Query | Recursive ... |
5/18/z010 2:13:55 AM Pass Pass
5/1g/z010 D1z AM Pass Pass

Ik Cancel apply




The Event Logging Tab

The Event Logging Tab is presently set for alladas e 2]
. Inkerfaces I Forwarders | Advanced I Rook Hinks
recording all events. However, we can bebug Logaing e T
S€ I eCt no eve nts’ €rrors on Iy an d €rrors The DMNS event log maintains a record of errors, warnings, and other
H 18 kered by the DS o Ehis inf Fian
an d warni ngS. ::Eazsee:é:rﬂ_énr S;?an';.;ance& server, You can use this information to

Log the Following events;

We choose to log all events. € Errors only

i Errors and warnings
f* Al events
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The Debug Logging Tab

The Debug Logging tab can record packets
sent and received to the log file.

We will keep this setting off by default.
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To assist with debugging, wou can record the packets sent and received
by the DMS server to a log file, Debug logging is disabled by defaulk,

™ Log packets for debugaing:

Facket direction;
¥ | Cutgeing } select ab
W Incoming |east one
Packet contents;
¥ | Queries|Transfers

selech At
W
¥ [Updates } least one

™| Motifications

Dher opkions:

™| Details

I | Filter packets by IF address

Transport protocol;

v | WpP select &b
¥ TP least one

Packet bype;

¥ | Reguest } seleck at
¥ Response |east ane

Filker. .. |

Log)file

File path and name: I

Macimurn size (bytes): | 500000000

(0] 4 I Cancel apply
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The DNS Event Viewer

In our DNS event
viewer, we can
see there are only
information and
warning
messages. We do
not have any DNS
errors in the log.

To check the most
current warning,
we double clock
on the latest
warning.

'_E,‘ Eile  Action Wigw  window

Help

_i. dnsmgmt - [DNSYBITS66"Event Yiewer',DNS Events]

=10l x|

| =181

= | AR &R 2

,E,' DS
= erses
E| I:I Forward Lookup Zones
@ o, dyndns. ws
E| I:I Reverse Lookup Zones
{3 192.168.0.% Subnet
EI @ Ewvent Viewer
R RIEDNS Everts

DNS Events  Filkere

Tvpe Dake Time Source Category Ewent Lser
@Infarmatiun Si18/z010 3737 M DNS Mone 3180 A1)
@InFormatinn gr1a/z010 23737 AM DNS Mone 3150 TJA
@'Informatinn 5f17/z010 :09:41 PM DNS Mone 200 (1S
@Informatinn 5f17/2010 :09:41 PM DNS Mone aoo (1S
@Informatinn 5/17/2010 0441 PM DNS Maone 2 (1S
&Warning 51172010 F::04:35PM  DNS Mone 414 (TS
@Informatinn 5f17/2010 71042 PM DNS Maone 3 (1S
&Warning 5/17/2010 71042 P DNS Mone 414 1S
@Informatinn 5/17/2010 11:04:53 .., DNS Mone oo 1
@Informatinn 5/17/2010 11:04:53 .., DNS Mone oo Mg =
@Infarmatiun 5/17/2010 10:59:52 .., DNS Mone z 1S
&Warning 5/17/2010 10:59:51 .., DNS Mone 414 1S
@Infarmatiun Si17/z010 10:52:47 ... DNS Mone o0 A1)
@Infarmatiun Si17/z010 10:52:47 ... DNS Mone o0 A1)
@InFormatinn Si17/2010 10:47:47 ... DRNS Mone 2 TJA
8\ Warning g/17/2010 10:47:43 ... DNS Mane 414 My
@Informatinn 5/13/2010 713243 A8M DNS MNone 00 (1S
@Informatinn 5/13/2010 713243 A8M DNS MNone 00 (1S
@Informatinn 51132010 72742 aM o DNS Maone 2 (1S
&Warning 51132010 72742 aM o DNS Maone 414 (1S
@Informatinn 5f1z/z010 &:43:53 4M  DNS Mone oo 1S
(%)Informatinn 5f1z/z010 &:43:53 4M  DNS Mone oo N,f.ﬁ._|;|
1 | 3




Event Property Window

The current DNS domain for our server is
not a FQDN. We will address this when we
upgrade the server by adding Active
Directory. At hat time our server will have a
FQDN associated with it.

Event Properties
Ewent |
= AR Source: DMS + |
Time: 20435 P Categorny: Mone
Type: W arning Event|D: 414 + |
Uzer: P A,

Computer: BITSER

Dezcription:
The DMS zerser maching currently haz no DNS domain name. ks j

DS name iz a zingle label hozthame with no domain [example:
"hoszt" rather than "host. microzoft com').

“i'ou might have forgatten bo configure a primary DS domain for the
zerver computer. For more information, see either "DMS server log
reference’’ or 'Tao configure the primary DMS zuffis for a client

computer in the online Help.

“hile the DMS zerver haz only a zingle label name, all zones created j

Data: & Bptes € words




	DNS Properties and Event Logs 
	Opening the DNS Properties Window
	The Interface Tab
	The Forwarders Tab
	The Advanced Tab
	The Root Hints Tab
	Adding a New Resource Record
	The Monitoring Tab
	The Event Logging Tab
	The Debug Logging Tab
	The DNS Event Viewer
	Event Property Window

