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Windows Defender Web Page
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Brief Description

Gusirzss Faludans Windows Defender is a free program that helps you stay productive by protecting your computer

to Sta rt the p rocess Developer Tools against pop-ups, slow performance and security threats caused by spyware and other potentially
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Home & Office File Name: WindowsDefender.msi
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Saving Windows Defender to the

File Download - Security Warning

Do you want to run or save this file?

Mame: WindowsDefender,msi
Type: Windows Installer Package, 4.91ME
From: download.microsoft.com

Fur Save |

|--’““h YWhile filez fram the Intemet can be useful, thiz file
a) potentially karrm your computer. IF you do not bzt
run or zave this software. What's the risk?

The file download window
appears and we select Save
and direct the file to the
desktop. When the
download is complete, we
choose the Run button.
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Save in: I@ Desktop | 2
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WindowsDefender.msi from download., microsaft, com
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Ciownloaded: 4. 91MB in 1 min 3 sec

Dowwnload to: C\Documents an. . iWindowsDefender, msi

Transfer rate: 79.3KB/5ec

™ Close this dislog box when download completes

Fur Open Eolder | Cloze I
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Installation Wizard for Windows

A message box with a
security warning will
appear and we will opt
for the Run button. At
the Installation Wizard,
we select Next to
continue.

Internet Explorer - Security Warning 5[

Defender

Do you want to run this software?

¥ | Maore opkions

Mame: Windows Defender

Publisher: Microsoft Corporation

Wi hile Files
wOUF COM

i'._% Windows Defender

Welcome to the Installation Wizard for
Windows Defender

Windows Defender helps protect users From malicious
software, spyware, and other potentially urnwanted software,

The Installation Wizard will install Windows Defender on wour
computer, Previous versions af Windows Defender and
Microsoft Antispyware will be uninstalled during the installation
af Windows Defender, To continue, click Mesxt,

WARMIMNG: This computer program is prokected by copyright
law and inkernational kreaties, Unauthorized reproduction or
distribution of this program, or any portion of it, may result in
severe civil and criminal penalties, and will be prosecuted ko the
maximum extent possible under the law,

Cancel |
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Validate the Server Software

Microsoft will validate our copy of |[hiaailalil

Yalidate your Genuine Copy of Microsoft Windows

the Server 2003 software when
we press the Validate button.

ows Defender, you rmusk verify that wour copy of Micrasofk

e e After successhul walidation, wour system will have access ko the latest
\?p"\{ features, updates and product support,

Microsaft will not use the information collected during the walidation process
ko identify or contack wou, For more details about what information is
collected and how it is used, click the 'Privacy Statement’ butkon to wiew the
Micrasaft Genuine Advantage Privacy Statement,

Privacy Stakement Yalidate = Cancel




i'._% Windows Defender

Windows Defender License Agreement

After validation of the server
software, we need to agree to the
terms of the license agreement if
we desire to use the Windows MICROSOFT SOFTWARE SUPPLEMENTAL
Defender application to remove LICENSE TERMS

malicious software from our

Please read the following license agreement carefully.

machine. We opt for the WINDOWS DEFENDER FOR MICROSOFT
’ b WINDOWS XP OR WINDOWS SERVER 2003

acceptance and press Next to
Microsoft Corporation {or based on where you live, one of its affiliates) licenses
carry on. this supplement to you. If you are licensed to use Micrasoft Windows XP or -+

% I accept the kerms in the license agreement:

™ I do not aceept the terms in the license agreement

« Back I Mexk = I Cancel




Definition Updates

We will check the use recommended settings checkbox which will allow the system to
automatically remove software with severe alert levels. With this choice, we will join
the Microsoft SpyNet.

ii& Windows Defender X

Help protect Windows

Automatically install definition updates and become a basic member of the Microsoft Spy ket
online community

If wou participate in the Microsoft SpyMet onling community, wour choices are also used ko
help other members take action.

K J I Use recommended settings

= Autarnatically rernowve softwars with severs alert levels, IF wour copy of Windows is
genuine, automnatically remowe software with high alert levels and install definition
updates, Jain Microsoft SpyHat with a basic merbership, Infarmation about saftware
that is detected, actions that are applied, and if the actions were successhul are reported
to Microsaft (For example, if Windows Defender can't rermove software because your
copy of Windows iz nat genuing], Personal inforrnation might unintentionally be sant ta
Micrasaft, but no infotmation is used ta contact wou or identify you,

@J " | Install definition updates only

Autornatically install defnition updates, but do not join Microsoft Spylet at this time,

|.¢.| [T | ask me later
-

- Your carmputer right be rore vulnerable to security threats, and problems could be

harder ta fx.

Privacy Stakement | « Back I Mexk = I Cancel




Windows Defender Setup Type

'
We will opt for the complete Mg Windows DEIISEY

Setup Type

installation and we choose to

continue by selecting the Next
b utton Plzase select a setup type,

Choose the setup bype that best suits wour needs,

&l program Features will be installed, (Requires the mosk disk
space. )

i Custom

Choose which program features wou wank installed and where thew
will be inskalled, Recommended for advanced users,
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Ready to Install Windows Defender

o
We select the Install button to add Lol X
Wl n d OWS Defe n d er tO t h e server Ready to Install Windows Defender
. . The wizard is ready to begin,
The Installing Windows Defender i s
win d oW Wi I I appears h owi ng th e Click Install to begin the installation,
i nsta | IatiO ] p rOg ress. If wou wank ko review or change any of your installation settings, click Back, Click Cancel o

exit the wizard,

=101

Installing Windows Defender

The program features you selected are being installed.

Please wait while the installation wizard installs Windows Defender, This may
kake several minutes,

Skakus:

Creating folders

« Back

Cancel |
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Windows Defender Install Complete

i i
The Windows Defender program js stk

now completely installed and we
will check the box to see the
updated definitions and run a
quick scan.

windows Defender Install Complete

The wizard has successfully installed Windows Defender. Click,
Finish to exit the wizard,

¥ Check For updated definitions and run a quick scan now,
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The Windows Defender Program

Windows Defender

_{_‘A-: g Home = Sean |+ @ History a Tools I::i:‘::l [~ :. Windowg

When we open
Windows Defender,
we can open the Protecion sgainst malicious and urwanked
Tools window to set
our scanning options.

. Defender

l@[heck for new definitions

Definitions allow wWindows Defender to detect the latest harmful or unwanted software and

| Check fior Updates ot I

prevent it From running on your computer, View broubleshooting tips on the web
Status

Last scan: Mok available

Scan schedule: Dl around 2:00 A,

Real-time prokection: on

Definition version: 1.0.0.0 created on 1/25/2006 at 3:29 PM.




Windows Defender Options

After we choose the E
Tools hyperlink, we &L2) By vome F scan |+ QY Histoy LF Tools (7) |+ "i Windows
. . . Defender
can pick Options to
set the automatic
scanning to full at 3
AM daily. We can
guarantine, remove,

Prokection against malicious and urwanted software

(., Options

Autoratic scanning

W Butomatically scan my computer frecommended

. Frequency: IDa“E-" j
ignore or accept the Approsimate time: YT 3
default action for the e [{Fullsystem scan) = =

W Check For updated definitions before scanning

high, medium and low
alert threats. After
making the changes,
we press the Save

¥ apply default actions to ikemns detected during a scan

Default actions

Choose the action that wou want Windows Defender to display (or apply, if vou selected this opkion in automatic scanning) when
iterns with these alert levels are detected, Understanding wWindows Defender alert levels

High alert items: IQuarantinE j
b utto n. Mediumn alert items: IQuarantinE j
Loy alert ibems: IQuarantinE ﬂ

Real-time protection options

[¥ Use real-time protection (recommended? ll

Cancel |




Join Microsoft SpyNet

In Windows
Defender, we can
open the Tools
window to set our
membership in the
Microsoft SpyNet.
During setup, we
choose to join, but
in this window, we
can change our
status.

ndows Defender

o -
t,.L J ﬁ'i-' Home ‘__.5 Scan |+ “.-a Histary ﬁ Tools ﬁ'l [+

on against malicious and unwanted

%Jain Microsoft SpyNet

Microsoft SpyMet is the online community that helps you choose how to respond to potential spyware threats, The community also
helps stop the spread of new spyware infections,

Here's how it warks, When windows Defender detects software or changes by software not yet classified For risks, you see how
other members responded to the alert, In turn, the actions that vou apply are shared with the community to help other members
decide how to respond. If vou join, MWindows Defender automatically sends information ko help Microsoft decide which software to
inwestigate for potential threats and to improve how Windows Defender works,

& Hoin with a basic membership!

Windows Defender sends basic information to Microsoft about software it detects, including where the software came from,
and actions that vou apply or that Windows Defender applies automatically, \Windows Defender also reports if the actions
were successful, For example, if software could not be removed because vour copy of Windows is not genuine, In some
instances, personal information might unintentionally be sent to Microsoft; however, Microsoft will not use this information to
identify wou or contact vou, With basic membership, Windows Defender does not alert vou if it detects software or changes
made by software that has not vet been analyzed for risks,

' Join with an advanced membership

¥ou are alerted so that wou can kake action when Windows Defender detects software ar changes made by software that
has not wet been analyzed For risks. In addition ko basic information, Windows Defender sends more information ko Micrasoft
about spyware and potentially unwanted software, including the location of the software, file names, how the software
operates, and how it has impacted vour computer, In some instances, personal information might unintentionally be sent to
Microsoft; howewver, Microsoft will not use this information to identify wou or contack wou,

™ I don't want ba join Micrasaft Spylet st this time

Mo information will be sent to Microsoft, Windows Defender will not alert wou if it detects software or changes made by
software that has not vet been analyzed For risks,

-
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Running the Windows Defender Scan

To run a scan of the
server, we press the
Scan hyperlink on
the navigation bar
This is a quick scan.
In the options
screen, we selected
a full scan once a
day at 3 AM.

Scanning. ..

History <

oy
Tools IL. ?:I | -

Stop Scan

Scanning your computer...
& —

{Quick scan)
Skart kime:
Time elapsed:

Objects scanned:

Cbject:

10:15 AM
00:00:06
39

pid: 3560

»& Windows
' Defender




No Unwanted or Harmful Software
Detected

& windows Defender

—

No unwanted or Wind
E3) 8 vome 2 san |+ @ visan LY ook (D |- y& Windows
harmful software = £ "™ Defender

was detected and B
the computer is
running normally.
We should check
Windows
Defender
regularly.

l@ Mo unwanted or harmful software detected.

‘faur computer is running narmally,

Status
Last scan: Today at 10:01 AM, (Full system scan),
Scan schedule: Daily around 3:00 ArM,
Real-time protection: an

Definition version: 1.83.642.0 created on 5/27/2010 at 5:38 AM,
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