Programming a Linksys E3000
Router
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Joining the E3000 Network

—i- | .ocal Area Connection Status

We connect from our computer to the
Linksys E3000 router with a regular

General | Support

patch cable and put the Network Connection
Interface Card on the 192.168.1..X GRS . | ocal Area Connection Properties
network as shown. S T

Speed:

Internet Protocol (TCP/IP) Properties

Connect using:

General | ES IntellR] PROA00WE Metwork Conne

Y'ou can get |P settings assigned automatically if your network supports

thiz capahility. Othenwize, you need to ask your network. administratar for e Thiz connection uses the following items:
the appropriate |P zettings. Ativity
[~}  Clent for Microsaft Metwork.s
(") Obtain an IP address automatically .@ File and Printer Sharning for Microzoft Mebworks
(&)U ze the tallowing IF address: .@ Qa3 Packet Scheduler
1P bles | 192 188 1 7 | T Intermet Protocol [TCPAR)
Packets:
Subnet mask: | 255 .255.255 . 0 |
[ Inztall... ] [ Uninztall ] [ Froperties
Diefault gateway: (192 188 1 .1 |
Drezcription
: ) Allows wour computer to access resources on a Microsoft
, | Properties | netwark.
(®) Use the following DNS server addreszes:
Preterred DNS server. (1920188, 1 .1 |
AlrEte TS s | _ _ . | Show icon in notification area when connected

Matify me when this connection haz limited or no connectivity

[ 1] ] ’ Cancel ] ak. ] [ Cancel




Username and Password

We open our network browser, and type
192.168.1.1 to access the Linksys E3000
router. A connect to 192.168.1.1 window
will appear and to gain admittance to the
router, the Linksys manual has a blank
username and the default password is
admin.

Connect to 192.168.1.1

The server 192,168.1.1 at Linksys E3000 requires a usernanme
and password,

Warning: This server is requesting that wour username and
password be sent in an insecure manner (basic authentication
withiout a secure connection),

Lser name: | L% v |

Password: | ssees |

[ Remember my password

’ Ok ] [ Cancel




The Cisco Router Setup Screen

{= Basic Setup - Windows Internet Explorer

To program %) (] [Foro IGEE

theE3000 xg!v|@ wessearcH | @4 Myapps B3 - [ - e - G- 0] - - @ - G- B - e 4 (G0d

ro ute r We i Favorites | 95 & suggested Sites ~ @& | Free Hotmail & | Get More Add-ons ~

’ —

. . | @Basic Setup | | & = @ =1 @ v Page ~ Safety ~ Tools - @lv »
begin with the

A~
Basic Setup ol
. C | s c o % Fimware Version: 1.0.01
window.
Linksys E3000 E3000
Setu Applications & o
p Setup Wireless Security Storage Re:flﬁstsizns plé-aming Administration Status
Basic Setup |
Select your language Englizh "
Internet Setup
Internet Connection Type | Automatic Configuration - DHCP % b
Optional Settings
(required by some Internet Host Name: | |
Service Providers)
Diomain Name: | |
Network Setup
Router Address | P Address: [tz [ |1e2 | |1 |.[1 |
Subnet Mask: 255.255.255.0 w
Device Name : Cizco02027
v

[ €D tnternet 43 v Foom -




Change the Router’s Address

H ||||l|||l
We next will place Cise0.

Firmware Version: 1.0.01

the router on the
programmed
network address.
We will use
192.168.40.1. The
subnet mask is
255.255.255.0. internet Sefup

Internet Connection Type | Automatic Configuration - OHCP |+ |

Linksys E3000 E3000

Setup Access Applications &

Setup Wireless Security Rictrichions Gaming Administration Status

Basic Setup

Select your language | Englizh b

We call the device - | |
required some Internet Host Name:
Bra dfOrd 1. We go L S?rr\.rice Providers)
Domain Name: |
to the bottom of |

WTU: [auto M| size: [1500 |
the page and save
.
the Settlng' Router Address IP Address: ||1 |

Subnet Mask:

Device Name : Bradford1




Change the Computer’s IP Address

To rejoin the router and continue to
program the unit, we now change our
computer’s IP address to 192.168.40.2
and make our gateway address to the
router as 192.168.40.1.

Internet Protocol (TCP/IP) Properties @E]

eneral

Y'ou can get IP zettings azsigned automatically if your network, supparts
thiz capability. Othenwize, you need to azk your network, administrator for
the appropriate IF settings.

(") Obtain an IF address automatically
(%) Uze the follawing IP address:

|P address: 192 168 . 40 . 2
Subnet mazk: SRR 28R 285 0
Default gatewsay: 192 168 . 40 0 1

(%) Usze the follawing DMS server addresses:
Prefered DMS zerver: 192 168 . 40 0 1

Alternate DMS server:

[ QE. H Cancel ]




Setting the DHCP Settings

. L -] V| Se: |00 |
Our router will
distribute network kel :
Router Address IF Address: | 2 | |

IP addresses to ol
client computers Devies Name
USing Dynamic ey DHOE Server: (D Enzbled (O Disabled [ CHCF Ressrvaton |

Configuration i i Rk
CO ntrOI PrOtOCOI |‘_"-F-.::!'EE-E- Rangs: 192 . 188 . 40. 2 to 251
(DHCP) . We Wi” Client Lease Time: minutes {0 maans one day)

make 250 addresses fmjﬂ“f: b I.I-i .p |.|-i |
available. We will e : :::; : : :: :
change the router to ie: O Y O o
the Eastern time

zone. We will save Time Zons

A;tsrrstiza:-‘:,r adjust clock for daylight saving changss.

our settings.

Save Settings Cancel Changes



Set the Wireless Settings

The Linksys E3000
router can run 2.4
and 5 GHz at the
same time. We
will set them both
as mixed mode,
BradfordWireless1
for the SSID, and
both channels will
broadcast. We
will save the
settings at the
bottom of the

page.

T
CISCO.

Wireless

Configuration View

BGHz Wireless Settings

2.4GHz Wireless Settings

Setup

Access
Restrictions

Wireless Security Storage

Basic Wireless Settings

@ Idanual 'O' Wi-Fi Protected Setup™

Network Mode:

|Bradfo rdiireles=s1 |

Network Name (SSID):

Channel Width: | Auto(20MHz or 40MHz) | |

Auto (DFS) w

() Enabled ) Disabled

Channel:

S5ID Broadcast:

Network Mode: | Mixed v|

Network Nams (SSID): |Bradf|:| rdWirsless1 |

Channel Width: | 20MHz only v |

Channel:

S50 Broadcast: (®) Enabled ) Disabled

Applications &

Wireless

Firmrware Version: 1.0.01

Linksys E3000 E3000

Administration Status

Gaming




Security Settings

We will leave ':cltls:é!-;'

t h e S e C u rity ; Firmmare Version: 1.0.01
Settings Linksys E3000 E3000
alone. Security Setup  Wircless  Security  Storage e:fﬁifi;ns Ap?;lj;aﬂtiig *%  Administration  Status

Firewall |

SPIFirewall Protection: (%) Enabled () Disabled

Internet Filter
Fitter Anonymous Internet Requests

[] Fitter Mutticast
[] Fitter Internet NAT Redirection

Fiter IDENT (Port 113)

|:| Proxy |:| Java |:| ActiveX |:| Cookiez

Save Settings Cancel Changes




Wireless Security Settings

We will make the
security mode for
both the 2.4 and 5
GHz signal WPA2
Personal with a
password called
“graduate”. We then
save the settings.

5GHz Wireless Security
Security Mods; | WPAZ Perzonal w |
Pazzphraze: |graduate| |
2AGHz Wireless Security Security Mode: | WPAZ Perzonal w |
Pazzphrazs: |graduatc— |
Save Settings Cancel Changes

afra]n,
CISCO.

Firmvware Version: 1.0.01
Linksys E3000 E3000

Wireless Access

_ _ Applications &
Setup Wireless Security Storage

Restrictions Gaming
Basic | Wirgless Security | Wireless MAC Fitter | Adva

Administration Status




Network Blocking

We will go Access Restriction on s [1 V] o] ()
the Menu bar and on that page A — |

we will create a policy named Oenstisa O disiea

FTP. In the blocked applications, sppwarcs | [EEE] (1w oty apptesont o s on e it

we choose FTP (port 21) and i T ——

using the right arrow send it to e m D e i e
the blocked list. We save the ris: @ 2ui0s O [1220_ W] [o0 W[ 122

1 WWsbslts Elockl
Settlngs- D?URLM-UI'BE ui_1| |...i_3| |
ULz | wm |
m%mﬂ Kepword 1 | eespwora | |
Kepora 2 | | szpuera s | |
Blocked Applications Naote: only ten spplicetions can be mlocked per palicy
Applistions Blockad List

FTP (Z1-21}

=
=

PR3 (110-110)

MAP (143 - 143)

SMTP  {25-25) &

Appliczation Hams |FT.= |

Port Rzngs E |

Frotocol | TCR




We will create
another policy to
block a game called
World of Warcraft.
We create three
application names,
WOW1, WOW?2 and
WOWS3. In the first,
we make the port
range 3724 to 3724.
In the second, we the
port range is 6112to
6112. In the third, we
make the port range
6881 to 6999. All
three applications are
move to the blocked
list and we save the
settings.

Blocking WOW

Schedule

WWebsite Blocking
by URL Address

Website Blocking
by Keyword

Blocked Applications

Days: Everyday sun on Tue Ved Thu Fri Sat
Times: @' 22 Hours O & f : 0 fo| 12 A

LIF‘.L1:I | URL 3

URL Z | URL ¢:|

Keyword 1:| | Keyword 3:| |

Keyword 2: |

| Keyword 4; |

Hote: only ten applications can be blocked per policy.

Applications

Blocked List

DNS  (33-353)
Ping (D-0)

HTTP (80 - 80}
HTTPS (443 - 443)
POP3 (110-110)
IM&P (142 - 143)

A wowl (3724-3724)
wowz (8112 -8112)

== wowd (6331 - 69909}

SMTP (25-25) M
Application Hame ‘wnwE |
Port Range |6831 | 106999
T
Protocol Both

Save Settings

Cancel Changezs




Administrative Password

To protect our
router’s settings
from improper
changes, we add a
smart password
that has upper and
lower case letters,
numbers and
special characters.
Only network
administrators will

know the password.

We save the
settings at the

bottom of the page.

vl
CISCO.

Administration

Router Access

Local Management Access

Remote Management
Access

Advanced features

Setup Wireless

Management |

Router Paszward:

Re-Entsrto Confirm:

Access via:

Access via Wirsless:

Remote Management:
Access via:

Remote Upgrade:

Allowed Remote IP Address:

Remote Management Port:

SIP ALG:

Access
Restrictions

| Factory Defaults

HTTP

(#)Enabled ) Disabled

[CIuTTes

CEnabled (& Disabled
HTTP HTTPS
Enabled Dizsabled

Any IP Address

[N N S N L O A O

(O Enabled @ Dizabled

Applications &

Firmware Version: 1.0.01

Linksys E3000 E3000

Administration Status

Gaming

| Firmware Upgrade



Logon to

On our computer, we can logon to
the wireless router by selecting the
WPA2 protected BradfordWireless1.
We must type and confirm the
passphrase for the secure network.

ireless Network Connect

| MNetwork Tasks

g Refresh network list

‘;ﬂ Set up & wireless network,
for a home ar small office

5% Wireless Network Connection

Choose a wireless network

Network Tasks

g Refresh netwark lisk Click an item in the list below to connect bo & wireless network in range or to get more

infarmation,

BradfordWireless1 Connected ¢

;”3]' Sek up a wireless netw_ork
for a home o small office

Related Tasks disconneck From this n

) Learn about wireless
niekworking

¢ Change the order of
preferred networks

Automatic iﬂf

rice_home

*_.r'.‘ Security-enabled wireless nebwork (WRA)

HighSpeedAair

'?ziﬂ Change advanced
settings

aallll

Unsecured wireless network
CitywideWiFi

aallll

Unsecured wireless network

Disconneck

Wireless Network Connection

the Network

The netwark 'Bradfordwireless1' requires a network ke (also callad a WEP kew or WPA
kew). A network key helps prevent unknown intruders From connecting ta this netwark,

Type the key, and then click Connect.

Metwark ke | |

Corfirm network key: | |

[. Connect ] [ Cancel ]

BradfordWireless1

ght need ko enter a

HighSpeedhir

(‘TJ'
(<ﬁ>)

aalll

Unsecured wireless netwaork,

CitywideWiFi

aalll

Unsecured wireless network,

Conneck




Accessing the Wi-Fi Network
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