Adding a New User to a Domain
Controller
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Open Active Directory Users and

We will open the

Active Directory Users

and Computers
window and click on
Users under the
domain.local listing.
We should right click
inside the right pane
and choose New and
User from the menu.
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The New Object — User Window

Mew Object - User

We type the individual’s first
name, middle initial and last
name in the appropriate text
boxes. The person’s full name
will be copied from the data we
typed. Then we type user’s
logon name.

In a company, we can already
have a number of employees
with the T Jones name so our
new account can have the first
initial and the last name along
with the number 2. We can type
in tjones2 for the username.

g Create in:

domain. lozal/Lsers

Firgt name:
Last name:

Full name:

Llzer logon name:

Tina

Initials: I-‘i"-

Jones

Tina A, Jones

tiones I @damain. local j
zer logon name [pre-windows 2000];
DOMAINY Itin:lnes
< Back Mewt » Cancel




Setting the Password

Next, we have to assign
and conform a
password to the
account. The secret
phrase must meet the
smart password criteria
we previously setup.
The first time Tina Jones
logins to the account,
she will have to create
her own smart
password because we
will always check the
user must change
password at next logon.

Mew Object - User

ﬁ Create in:  domain.local/Users

Pazsword: Im

LConfirm pazsword: Iu senene

¥ szer must change password at next logon
[ Uszer cannot change pazsword

[ Password never expires

[ Account iz dizabled

< Back Mewt =

Cancel




New User Summary

' i
The last window for creating a new New DS x|

user is the summary dialogue box. If

g Create in:  domain.local/Users
we desire to change anything, we can

Utl I ize the Ba Ck comman d b utton to When you click Finigh, the following object will be created:
change the setting. If everything is Full name: Tina &, Janes =]
(o) kay’ we press th e Fin |Sh butto n. User logon name: tonez@domain. local

The uger must change the pazswaord at nest logon.

[

¢ Back

Cancel |




New User Properties

1.‘? Active Directory Users and Computers ;lglﬂ

When we return to the @ File  Action Miew ‘Wwindow  Help |;|i|i|
Users and Computers ¢~ 8@ B XSFER 2H 28LTEE

| @ Active Directory Users and Computer

window, we right click -] Saved Quaries

EI@ damain.local Tare Twpe Descripkion |
on t h e Ti na A J ones &3 Builltin € Administrator User Built-in account For admini. ..
(2 Computers !ﬁCert Publishers Security Group ... Members of this group are. ..
a CCO u nt a n d Se I ect (&3] Domain Controllers € charles robbins |dser
| (27 ForeignSecurityPrincipals mDHCP Adrninistrators Security Group ... Members who have admini...
P ro e rties fro m t h e ..... £ Users mDHCP Users Copy... oup ... Members who have view-. .,
p | ﬂEDnsF\dmins Add to a group... oup ... DNS Administrators Group
| mDnsUpdatePrt Disable Account oup ... DMS clients who are permi, ..
menu. mDnmain Admin pecet Password. . oup ... Designated administrators...
mDnmain COmpl Move, oup ... &l workstations and serve. .
: mDnmain Contft oren Home Pags oup ... Al domain contrallers inth,.,
; mDnmain Guest  cend Mgl oup ... Al domnain guests
mDnmain Users oup ... &l domain users
€7 Donna J. Robl All Tasks b
mEnterprise Adi Bk oup ... Designated administrators. .,
mGroup Palicy Qeiete oup ... Members in this group can...
Guesk Renams Built-in account For guest .,
i € John Smith
ERAS and IAS E Servers in this group can ...
ﬁSchema Admir Help Designated administratars...
!ﬁWINS Users Security Group ... Members who have view-. ..

4| | I

|Opens the properties dialog box For the current selection, |




General Tab

We type the person’s job description, .

. . . b ember OF | Dial-in I Enviranment | Sessions
Offlcer Ofﬂce telephone number, Ofﬁce Remate caontrol | Terminal Services Profile I COM+
email and web page. We press the Apply General | Addiess | Account | Profle | Telephones | Orgarization
button to set the data to the Active g o

Directory database.

Eirst name: ITina Initials: I.-“-‘-.

Lazt name: I.J-:unes

Dizplay name: ITir‘la A lones

D escription: Iﬁ.l:l:l:nuntant

Offie: |Fioom 117

T elephone nummber: IEH?-444-3232 Other....

Wwieh page: Iwww.dnmain.Drga’penple#tiunes.ht Other...

E -mail; Itiunes@dnmain. local

ak. Cancel | Apply




Address Tab

The new user should have a valid
epe . . . tember Of I hal-in I E nwironment I Sessiong I
malllng address that IS Shown In ACtlve Femate contral | Terminal Services Prafile | COmM+ |

Directory_ We type in their street, City’ General  Address | Account I Prafile | Telephones | Organization
state, zip code and country. We can

Shreet: 9786 Main St. ]
also add a post office box in the
suitable textbox.
=l
P.0. Box: I
City: |Bia City

State/province: |I:Ihi|:|

Zip/Postal Code: |432m

Country/region: United States

k. Cancel Apply




Account Tab

In the Account tab, we will set the
individual's logon hours and the
computer or computers they can
logon to.

We visit this tab when their account is
locked and we want to unlock it. In
the image we can see the lockout
checkbox is currently grey.

We can also disable the account by
scrolling down the Account options
list and checking the box. This should
be done with employees on vacation
and who have been terminated.

Tina A. Jones Properkties

kMember OFf I Dial-in I E rrviranment

Remote control | Terminal Services Profile

General I Address  Account | Frofile I Telephones I Organization

zer logon name:

2l

Seszions
COM+

zer logon name [pre-windows 2000);

I =Sdarmain, local

=

|DEIM£-‘«INH Itin:unes

Logon Hours.... LogOn To... |

[T Accourt is [ocked out

Aocount options;

v Lzer must change password at next logon
[ Uszer cannot change password
[ Password never expires

[ Stare password using reversible encryption lI
—Account expires

& Mever

" End of Tuesday . August 24, 2010 ]

ak.

Cancel

Apply




Permitted Logon Hours

In the Accounting
department, the
staff is allowed
access to their office
from 7 am to 10 pm,
Monday through
Saturday. After
selecting Logon
Hours in the Account
tab, we highlight the
hours that we
should not be in the
office and opt for
the Logon denied
radial button.

Logon Hours for Tina A. Jones

Al |
Sunday

onday IR
Tuesdey IARRRANREIND
Wednesdy IARRRANREIND
Tharsdey IR
Fidey I
Satudey I

Sunday from 1200 a6 to 100 Ak

Ok

-

Cancel

" Logon Permitted

* Logon Denied




Permitted Workstations

After selecting Log On to in the
Account tab, we can opt to allow
the user to logon to any computer
or we can restrict them to their
own machine. In our company, we
assign individuals to their own
computers, so we pick the
following computers and we add
the computer name. We could
assign all computers in the
accounting department to their
staff.

Logon Workstations

2 x|

[ Computer name, type the computer's MetBI0S or Domain Mame

Syztem [DMS]) name.
Thiz uzer can log on tao:

™ Al computers

—{% The following computers

Computer name:

Computer117

Edit

Bemove

ok,

Cancel




Profile Tab

We will make a home folder for Tina by
assigning a drive letter and a path to the
user’s folder. The path should be \\server
name\folder name\ username.

We will leave the roaming profile path and
login script empty.

Tina A. Jones Properties

b ember OF I Dhial-in I E nvironment I
FRemaote contral I Terminal Services Profile I

General I Address I Account  Prafile | Telephones I Organization

2

Sessions
COk+

— zer profile

Erofile path; I

Lagan script: I

—Haome folder

" Local path: I

% Conmect: ID: j To I'\'\sewerﬁusers'\tinnesl

k. I Cancel

Apply




Telephone Tab

Tina A. Jones Properties

We enter the new user’s home, pager,
mobile (cell), department fax and IP
phone numbers. We type any specific
instructions for contacting the person
in case of emergency in their
department.

Member 0f | Dialin

E mevironment I

Femate cantral | Terminal Services Profile |

General | Addresz I Accaunt I Prafile

Telephones | Organization

~ Telephone numbers

Home:  [614-833-7834 Qther .|

Pager: I Other. .. |

Mobile:  [337-454-9938 Other.. |

Fax: | 337-565-9333 Other |

IF phione: I Othe... |
Motes:

call. The number iz 514-373-5666.

Pleaze contact Tina at ker mom's house on weekends when she iz on a~|

[

Ok

Cancel |

Apply




Organization Tab

We type the new user’s title, 2=

department and Company name in the b ermber OF | Diial-in I E rmeironiment I Sesziohz I
. . Remote control I Terminal Services Profile I COk+ |

suita ble tethoxes' We a ISO add thel r General I Address I Acocount I Prafile I Telephones  Urganization

manager name by clicking on the

Change button and adding the Title: |Lead accountant
supervisor’s username. Department.  [Accounting
Comparmy: IDDmain
— Manager

Harne: I.Jn:uhn Smith

Change... | [CPiggeiies Clear |

Diirect reparts:

k. Cancel Ampy




Remote Control Tab

' 2
We W||| enable remote Contr0| Of the Tina A. Jones Properties _|5|

CI ient,s SeSSion . Member Of I Dial-ir I Ervironmet I Sessions

General | Addrezs | Aooount I Prafile I Telephones I Organization
Remote control I T erminal Services Profile I COk+

|1ze this tab to configure Terminal Services remote contral settings.

T o remately contral ar observe a user's zession, select the fallowing
check bow:

¥ ‘Enable remote controt

T o require the user's permiszion to contral or obzerve the zession, select
the following check bow:

¥ Bequire user's permission

Lewvel af cantral

Specify the level of control pou want to have over a uger's zession

£ Wiew the user's zession

" |nteract with the sezzion

(] I Cancel Spply




Terminal Services Profile Tab

We did not make any change to the 21|

Terminal Services tab. Member0f |  Diakin |  Erwionment | Sessions
General I Addrezs I Aooount | Prafile | Telephones I Organization
Remate contral Termninal Services Profile | COM+

|1z& this tab to configure the Terminal Services user profile. Settings in this
profile apply to Terminal Services.

— Terminal Services User Prafile

Profile Path:

— Termminal Services Hame Falder

% Local path I

" Connect: m To I

[ Deny this user permissions o log on to any T eminal Server

(] I Cancel Spply




COM+ Tab

We did not make any changes to the 21X

CO M + ta b . b ember OF I Dhial-in I E nvironment I Sessions

General I Addrezs I Aooount I Prafile I Telephones | Organization
Fiemate control I Terminal Services Prafile COkd+

Thiz uzer iz a member af the following COM+ partition zet;

Fartition Set

< P

(] I Cancel Spply




Member of Tab

In the Member Of tab, we press the Add
button and the Select Groups window will
appear. One of the groups in the Windows
server is accountants, so type that in the
textbox and press the OK button. Now, we
can see that Tina belongs to the Domain
Users and accountants groups.

Manie Mot Found

Tina A. Jones Properties

2]

An object named "'accoutants” cannot be found. Check the selected object types and location
for accuracy and enzure that you typed the object name correctly, or remove this object fram the

zelection.

¥ Cormect thiz object information and search again

Select thiz object type:
IGrnups or Built-in security principals

Fram thiz location:

Ohbject Types... |

General I Address I Aocount I Prafile I Telephones I Organization

Remaote contral Teminal Services Profile I COmM+
Member OF Dial-ir I E hvironment I Sessions
tember of;
M ame | Active Directory Folder |

damain. lozal/Accounting
domain. lozal/U zers

accountants
Damain zers

Bemove |

Damain Lgers

Primary group:

S et Primany Group | There iz no need o change Primany group unless

Idomain.local Locations... |
Enter the object name:
Iau:c:u:uurkants
" Bemove "accoutants’ from selection
(] I Cancel

wou have Macintosh clients or POSE-compliant
applicationz.

(] Cancel Apply

2




Dial In Tab

: ) - ?
We will allow for dial in access for Tina to e e 2

General I Address I Aocount I Prafile I Telephones I Organization

work at home. The remote access we will - : : :
emaote contral | Teminal Services Profile I COmM+
use is the Virtual Private Network. Mernber Of Diakn | Envionment | Sessions

Remote Access Permizzion [Dial-in or WPH]

" Deny access

" Controllaceess through Femote Szcess Palicy

™| Werify Caller D
— Callback Dptionz
= Mo Calback

™ Set by Caller [Fouting and Flemate Access Service only]

i~ Always Callback to: I

™| izsign a Static [P Address I
= Apply Static Boutes

D efine rautes o enable for thiz Dhal-in e |
conhection, =

(] I Cancel | Apply |




Environment Tab

i ifi ?
Presently’ we W|” not start any SpeCIfIC Tina A. Jones Properties 2]x

General I Address I Aocount I Prafile I Telephones I Organization

program for the client. We can add a

Remote control I T erminal Services Profile I COk+
company web page to be launched at the Member Of | Diakin Environment | Sessions
beg| Nnn | ng Of the Sessio n. I1z& this tab to configure the Terminal Services startup environment, These

zetiings overnde client-zpecified zettings.

— Starting program

[~ Start the fallowing program at logor:

Eragram file rame;

Start jm

— Client devices
¥ Connect client dives at logon
[V Caonnect client printers at logon

Iw Default to main client printer

(] I Cancel Apply




Sessions Tab

The Session Tab will handle how long a
new user can be on the Server and what
happens during extended logons and idle
time.

For our new user, we will never end a
disconnected session in 15 minutes. We
will limit active sessions to 24 hours and
idle sessions to 30 minutes.

When sessions limits are reached or
broken, we will end the session. And we
will allow reconnection from any client
computer.

Tina &. Jones Properties 7] x|
General I Address I Aocount I Prafile I Telephones I Organization
Remaote contral I Teminal Services Profile | COmM+
Member OF I Dial-ir I E rvirariment Sessions
I1ze this tab to zet Terminal Services timeout and reconnection setings
End a disconnected session; |1 8 minutes j
Active seszion imit I'I day =]
Idle session limit: |3|:| minutes =]
YWhen a zezsion limit iz reached or connection i broken:

™ Dizconnect from session

@ End session
Allovs reconnection:

% From any client

” From originating client only

(] I Cancel Apply




New Client Finished

The new user is now entered into
Active Directory.

Add three more users to the
Organizational Units in the Domain.
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