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Using Remote Assistance

We can use the Remote Assistance
function to take control of a client = =
computer and fix any problem from afar. | T —1

In this exercise, we will learn how to set | sal
the client computer and server to allow | 3
. | » -
the Administrator to take control of the /

Windows 7 machine.




On a Windows 7
computer. we right
click on the word
Computer on the Start
menu and on the
System window, we
click on the Remote
settings hyperlink.

Remote Settings

-

=i i
QL_Q_J 18 » Control PI » System and Security » System

Control Panel Home

'@ Remote settings

'@' Advanced system settings

See also
Action Center
Windows Update

Performance Information and
Tools

View basic information about your computer

Windows edition

Windows 7 Professional

Copyright © 2009 Microsoft Corporation. All rights reserved.

Service Pack1

Get more features with a new edition of Windows 7

System
Rating:
Processon
Installed memaory (RAM):
System type:

Pen and Touch:

.;,!_-"\"."mdcws Experience Index
Intel(R) Core(TM)2 Duo CPU  ET500 @ 2.93GHz 293 GHz
2.00 GB

64-bit Operating System

No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name:
Full computer name:
Computer description:

Domain:

Windows activation

Computerl '&'Change settings

Computerl.quark.local

quark.local




System Properties Window

Next, we choose the Remote tab on the | Sytem Properties S5
System Properties window and we | Computer Name | Hardware | Advanced | System Protection | Remote

annotate the Allow Remote Assistance Remote Assistance

Connections to the Computer CheCkbOX. [¥]:Allow Remote Assistance connections to this computer:

We then Opt for the A”OW COnneCtion What happens when | enable Femote Assistance?

from computers running any version of

Remote Desktop (less secure).
Remote Desktop

Click an option, and then specify who can connect, if needed.
*) Dont allow connections to this computer

@ Allow connections from computers running arry version of
Femote Deskiop (ess secure)

) Mlow connections only from computers running Remate
Desldop with Network Level Authertication (more secure)

Help me choose Select Users. .

oK ][ Cancel ] Applhy




Maintenance

After closing the System Properties window,
we click on the Start menu and All Programs

) Macromedia Dreamweaver 4
. Macromedia Extension Manager

and Maintenance. We then choose Windows -g:intenance Charles Robbins
. Backup and Restore
Re m Ote ASS I Sta n Ce . E' Create a System Repair Disc Documents

@ Help and Support
i Windows Remote Assistance Pictures

) Microsoft .NET Framework SDK v2.0

) Microsoft .NET Framework SDK v2.0 (64
. Microsoft Expression

, Microsoft Office

. Microsoft Silverlight

. Microsoft Visual Studio 2005

. nLite

 QuickTime

) Real

) SharePoint

. Startup Help and Support
, WellCrafted WhiteBoard
, WinRAR

Back

Music

Computer

Control Panel
Devices and Printers

Default Programs

"Shutdown | > |

| |Search programs and files




Windows Remote Assistance

On our client
computer, we will

@ A m ows Remote Aszistan

. . i
want to invite a
Do you want to ask for or offer help?
person who we trust
. Windows Remote Assistance connects two computers so that one person can help troubleshoot or fix
to help us out Wlth problemns on the other person's computer,
our computer |
roblem. : '
P < Invite someone you trust to help you
Your helper can view your screen and share control of your computer,
|
| |
* ACiR SCHTISUNE vl Tldos WL _'} (LT |
Respond to a request for assistance from another person. |
|
Read our privacy statement online
|
|
-




Save the Invitation as a File

We then will choose to L“CK 0 400 111 S

save the |nV|tat|On as a @ ol Windows Remote Assistance
file.

How do you want to invite your trusted helper?

You can create an invitation and send it to your helper, You can also use Easy Connect to simplify
connections to your helper. How do I know which to choose?

You can send this invitation as an attachment if you use web-based e-mail.

2 Use e-mail to send an invitation

If you use a compatible e-mail program this will start the e-mail program and attach the
invitation file.

= Use Easy Connect

Use this option if Easy Connect is also available to your helper.

Cancel




Save the File of the Domain Controller

The help desk worker will [ & savens e |
want to access the &> =L « QUANTUM » Remote assist « [ 3] [ Search Remote assist ol
invitation file, so we will Organize v New folder = @
save the file in the Remote L ISmith 4 Name ’ Date modified Type
Assistance folder on the B et No items match your search.
Domain Controller. 4 netlogon

S

L' Sciencelab

The server administrator | Software Dept

can have a shared folder 4 sysvol
» & Users
made to allow any user to B zcurtis
store an invitation file. 18 wos ]
File name: m -
Save as type: IRAInvitations (*.msrclncident) v]

~ Hide Folders Save ][ Cancel ]




Smart Password

A smart password is generated
on the Windows 7 client
computer for the user to email
or communicate over the
phone to the help desk
worker.

e

Le Windows Remote Assistance

ESEER

| |

.+ Chat |1CF Settings & Troubleshoot Iﬁﬂﬂelp

Give your helper the invitation file and password
R67BGFCJXM3K

IZEZ' Waiting for incoming connection...




Windows 2008 Server Manager

If the Remote
Assistance
function is not
available on the
server, we open
the Windows 2008
Server Manager
and choose
Features in the left
pane. Then we
pick the Add
features in the
right pane.

E,: Server Manager

File  Action \Wiew Help

=101 ]

&%= H

% Server Manager (QUANTLIM)
i" Roles

EE-] Features

_5‘- Diagnostics

= j Configuration

g Storage

*~! Features Summary

#~| Features: 9 of 36 installed

.MET Framework 3.0 Features
.MET Framework 3.0
XPS Viewer
Bitl ocker Drive Encryption
Group Policy Management
Internet Printing Client
Remote Server Administration Tools
Role Administration Tools
Active Directory Domain Services Tools
Active Directory Domain Controller Toals
DHCP Server Tools
DNS Server Tools
File Services Tools

Distributed File System Tools
Crint Carvirae Tanle
L1
% Last Refresh: 8/15/2012 10:15:42 AM Configure refresh

a View the status of features installed on this server and add or remove features.

Features Summary Help

Eﬁ Add Features
& Remove Features




Annotate the Remote
Assistance checkbox
and push the Next
button.

emote Assistance

Add Features Wizard

L
&

Progress

Results

Select Features

Select one or more features to install on this server,

Features:

[E MNET Framework 3.0 Features (Installed)

BitLodker Drive Encryption (Inst
|: BITS Server Extensions
|: Connection Manager Administration Kit
[ Desktop Experience
[] Failover Clustering

Group Policy 1

Internet Printin

|: Internet Storage Name Server
[ LPR Port Monitor
[ Message Queving
[] multipath 1/0
[ Network Load Balanding
[ Peer Name Resolution Protocal
[ Quality Windows Audio Video Experience
tance
[] remote Differential Compression
[E remote Server Administration Tools (Installed)
["] removable Storage Manager
|: RPC owver HTTP Proxy
[] simple TCP/IP Services

CRATT C i

More about features

= Previous

| v

|

| Mext = I

Description:

Remote Assistance enables you(ora
support person)tooffer assistanceto
users with computer issues or
guestions.Remote Assistanceallows
you to view and share control of the
user's desktop inorderto
troubleshoot and fixthe issues. Users
can also ask for help from friends or
co-workers.,

Install Cancel




Confirm Installation Selection

:
We confirm the

InSta”ation Selection ﬁ[g}' Confirm Installation Selections

and press the Install

button.

Features
To install the following roles, role services, or features, dick Install.

Confirmation

[:D 1informational message below
Progress

Results "i\' This server might need to be restarted after the installation completes,

Remote Assistance

Print, e-mail, or save this information

< Previous Mdext = | Install I

Cancel




Install Remote Assistance

Add Features Wizard

It will install the feature and when it is -
completed, we will see it in the a& -

i n Sta I I ati O n res u ItS Features The following roles, role services, or features are being installed:
o )
e Remote Assistance

Add Features Wizard x|

=i Installation Results

Features

The following roles, role services, or features were installed successfully:
Confirmation
Progress Remote Assistance @ nstallation succeeded
S

= Tnitializing installation...

< Previous | Next = | Instal | Gancel |

We only have to add this feature to
the server one time.

Print, e-mail, or save the installation report

< Previous TExt = | Close I Cancel |




Open Remote Assistance

. (=2 Internet Explaorer —
To get to Remote Assistance, we 2 Internet Bxplorer (54410 ‘ 2
go to the Start menu, choose All 55 windows Contacts e
. “ Windows Update
Programs, Maintenance and Accessories -
Re m Ote ASS | Sta nce Administrative Tools L
) Broadcom T
Extras and Upgrades
Maintenance c -
Iﬂl Help and Support OMmPLTEr
@' Problem Reports and Solutions Network

.5 Remote Assistance

Microsoft OffInvite a friend or technical support person to connect to your computer and help
SharePoint  |¥ou, or offer to help someone else.

Startup Administrative Toals b
Help and Support
Run...
1 Back




On the server
side, we will
offer to help
someone.

Offer to Help Someone

i Windows Remote Assistance

oy
E\ ) A1 Windows Remote Assistance

Do you want to ask for or offer help?

Windows Remote Assistance connects two computers so that one person can help troubleshoot
or fix problems on the other person's computer.

Invite someone you trust to help you
-l} If you've used Remote Assistance before, you can use a previous invitation
: to get help from the same person.

= Dffer to help someone
Offer Remote Assistance to someone or open a Remote Assistance
invitation.

Cancel |




Windows Remote Assistance

We will select the
Browse button to
locate the
invitation file.

% Windows Remote Assistance

=
9 +1 Windows Remote Assistance

Choose a way to connect to the other person's computer

Enter an invitation file location:

To use this option, you need an invitation file and
password from the person you want to help.

Type a computer name or [P address:

To use this option, the other computer must be
configured to accept Remote Assistance offers.

How do I know which of these to choose?

This option is used mainly by technical support centers.

Or use a previous connection

=% Invitation
Wednesday, August 15, 2012 2: 18 PM

Eimish

Cancel




Open Window

We will select the x|
invitation file from in ‘Gk_ﬁ | |- - Remote assist * &3 [search (2]
the Remote Organize ¥ 2 Views ¥ | New Folder (7]

=

Assistance folder. Favorite Links

8/15/2012 2:18 PM  Windows Remot...

EE. Documents

PR Desktop

1M Computer

EE Pictures

E[J' Music

|4 Recently Changed

!E' Searches
| Public

Folders ~ 4 I _,,I
File name: IIn'u'itatinn j IF{A Invitations {‘.msrclncidentj

Open |~ Cancel |
S




Windows Remote Assistance

The invitation bl

=¥
Lo 1 windows Remote Assistance
isin the 4

text b OX. Choose a way to connect to the other person’'s computer

Enter an invitation file location: Or use a previous connection

Browse... <» Invitation
Wednesday, August 15, 2012 2:18 FM

To use this option, you need an invitation file and
password from the person you want to help.

Type a computer name or IP address:

This option is used mainly by technical support centers.
To use this option, the other computer must be
configured to accept Remote Assistance offers.

How do I know which of these to choose?

Finish Cancel




Enter the Password

:
Then, we receive the password from the SRS SEls
client user and enter the smart characters

into the textbox and press the OK button.

Type the password to connect to the remote computer

Wou can get this password from the person requesting
assistance. A Remote Assistance session will start after you type

the password and click OK.

Enter password:

0K

Cancel

X




We now have
Remote
Assistance of
the client
computerin a
window on the
Windows 2008
server.

When we are
done chatting
with the user
and fixing their
computer, we
will disconnect
from the
session.

Remote Assistance

4 Windows Remote Assistance - Helping Charles Robbins

- . -]
Sharing control of the X e - .
computer Disconnect  Stop sharing  Fit to screen Sethngs Chat  Send file Help

Lo Windows Rernote Assistance - Being helped by adrninistrator

o Stop sharing [ Pause Chat 1 Settings O Help

‘ Your helper is sharing control of your computer

==l x|




